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ABSTRACT 
With a growing popularity of social bookmarking sites and also 

due to the community structure of bookmarking sites, spammers 

found new techniques to attack the web. To retain the benefits of 

sharing one‟s web content, spam – discovery mechanisms that 

can face the flexible strategies of spammers need to be 

developed. In this paper we use a supervised learning approach 

to build a classifier that detects user spam. We explore various 

relationships between tags, bookmarks and users to detect 

spammers‟ activity.  We will present features considering this 

semantic-behavior and user activity.  The  dataset used is a 

snapshot of Social Bookmarking system BibSonomy. For 

classification we are using an open source SVM library libsvm.  

Our results present a starting point of how we can detect spam in 

social bookmarking sites. 
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1.INTRODUCTION 
Social bookmarking is a method for Internet users to store, 

organize, search, and manage bookmarks of web pages on the 

Internet with the help of metadata, typically in the form of tags 

that collectively and/or collaboratively become a folksonomy. 

Folksonomy is also called social tagging, "the process by which 

many users add metadata in the form of keywords to shared 

content".[9] 

Social  Bookmarking systems have become an attractive place for 

posting web spam. These systems allow users to annotate and 

share bookmarks, Spammers misuse the popularity and the high 

PageRank of social bookmarking systems for their purposes. 

In order to retain the original benefits of social bookmarking 

systems, techniques need to be developed which prevent 

spammers from publishing content in these websites[1]. The 

problem can be considered as a binary classification task. Based 

on different features that describe a user and his semantic-

behavior, a model is built to classify unknown samples either as  

spam or non-spam . 

 

 

This classification problem consists of two steps. The first one is 

to select features for describing the user activity. The second step 

is selection of the appropriate classifier for the problem. In this 

paper we would be using SVM classifier. 

This article is organized as follows. In Section 2 we present the 

Dataset Analysis. In Section 3 we provide the feature selection. 

be discussing  

2. DATASET 

Bibsonomy is a social bookmarking site that allows users to 

annotate and share bookmarks and publication references. Its 

labeled dataset is used for experimentation in this paper. It 

consists of users, tags, bookmarks, bibtex and a user's profile 

information until the end of 2008. The Figures below indicate a   

snapshot of the original dataset along with the downsized dataset 

that we used for training and testing purposes. 

Table 1: Original dataset 

 Users Tags Bookmarks 

Spam 29248 13258759 2059991 

Non Spam 2467 816197 181833 

Table 2 : Training and Test dataset 

 Users Tags Bookmarks 

Train 1299 474465 72172 

Test 433 131186 24088 

3. FEATURE SELECTION 
The first step in any classification problem is to identify features 

that would help the classifier in deciding if a particular user is a 

spammer or not. After performing an exhaustive analysis of the 

data , we found 7 distinct features that could differentiate the 

activity of a spammer to a normal user. An instance in the 

training or test data , that is fed into the classifier , can be seen 

as a vector with a class label followed by a feature and its 

corresponding value. 

An extensive study of the data revealed the following 

features: 

2.1. Count of Special Characters in Tags :- Special characters 

and digits [1-9] more oftenly occurred in spammer‟s tags. 



Stats : Spammers (471/912) and Non-spammers (423/822). 

2.2. Count of Bag of Words :- We collected a list of words 

which more frequently appeared in spammer‟s tag list than in a 

non-spammer‟s one. We used term frequency as the measure , 

and collected 50 most frequent spam tags. 

Stats : Spammers (359/912) and Non-spammers (124/822). 

2.3. Tag Length :- We observed that a significant number of 

spammers preferred shorter tags (one letter or two at the most). 

Stats : Spammers (415/912) and Non-spammers (209/822). 

2.4.  Count of No.of Tags Per Day Per User :- Spammers , in 

our study, happened to tag higher number of tags / day when 

compared to non-spammers. 

Stats : Spammers (77) and Non-spammers (65) 

2.5. Count of Number of Bookmarks Per User :- Spammers on 

the whole  tagged to more number of bookmarks  as compared to 

non – spammers. 

2.6. Number of Bookmarks/Tag/User :- Average number of 

bookmarks per tag is higher for spammers.  

2.7. Number of Tags Per Bookmark Per User :- Spammers tag 

more bookmarks per tag than Non-spammers. 

 

2 EXPERIMENT 

We first downsized the dataset to include 912 spammers and 822 

non spammers. For downsizing the data we ran perl scripts. 

After finding the features we wrote respective perl scripts to 

validate those features to get an idea of whether those features 

can build the classifier effectively. 

Once we found the features to be valid we made the SVM input 

file which would be used by the classifier to train the dataset and 

used a small testing set for finding the accuracy of the system. 

 

3 EVALUATION AND RESULTS 
 

The table below describes the Confusion Matrix of the 

experiment. We found 155 true positives which is spammers in 

this case , and 73 false positives which are Non-spammers 

identified as spammers. The precision and recall scores are 78% 

and 69% respectively. The accuracy or the F-score is about 

73.2%. 

We used RBF kernel with five fold cross validation using 

LibSVM and obtained the below results. 

Table 3 : Confusion Matrix 

 Spammers Non Spammers 

Spammers 155 73 

Non Spammers 44 161 

 

Precision: 78% 

Recall: 69% 

F-score : 73.2% 

 

ROC CURVE 

 
 

 

Figure 1 ROC Curve 
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